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‘Communication between IC Card and Terminal

Card provides to Terminal: Terminal:

* Issuer PK Centificate (P, certified by the CA) * Uses P, 1o verify that the Issuer’s P, was certified by the CA

« ICC PK Certificate (P,.. and static application data * Uses P,to verify that the Card’s P, and static application data
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« Card and terminal dynamic data signed by the Card * Uses P, to verify that the dynamic data was signed by the Card
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Bluetooth Low

Aspect NFC

Bluetooth

Energy
Tag requires power No Yes Yes
Cost of Tag 10¢ $5 $5
RFID compatible ISO 18000-3 active Active
Standardisation body ISO/IEC Bluetooth SIG Bluetooth SIG
Network Standard 1SO 13157 etc. IEEE 802.15.1 IEEE 802.15.1
Network Type Point-to-point WPAN WPAN
Cryptography not with RFID available Available
Range <0.2m ~100 m (class 1) ~50m
Frequency 13.56 MHz 2.42.5GHz 2.42.5GHz
Bit rate 424 kbit/s 2.1 Mbit/s 1 Mbit/s
Set-up time <0.1s <65 <0.006s
Power consumption < 15mA (read) varies with class ;leIlSSgi/t\)(read and

ol gl SSASG b ey L3l (sl 5535585 #1515 ST 5o

Aspect NFC Bluetooth Bluetooth NFC
Range 0~100m 0~100m 0~1m <50cm
Transfer rate High 54 Mbps Medium 1 Mbps Medium 4 Mbps Low 54 Mbps
Security Low High Low Very High
Cost High Medium Medium Very Low

\  Click
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SSL/TLS

Smart Poster

Phishing

DoS

NFC Forum

PAN

GSM

GSMA

GSMA NFC Standards
Trusted Service Manager
Single Wire Protocol
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Proximity Card

AsB

Communication

ISO/IEC Y 014Y (Vicinity Card)
ISO/IEC Y :Y -+« A-\ ££€Y Part \
ISO/IECY:Y+\--\€£€EY Part ¥
Anti collision

ISO/IECY:Y -\ \-\€€€Y Part ¥
ISO/IEC €:Y++A-\€€€Y Part €
Coding Scheme

- — 2> < 40 Mm 1t < —

\  Transmission

\Y datablock chaining, waiting time extension, multi - activation

\Y PCD: proximity coupling device (the card reader), PICC : proximity integrated circuit card
V¢  Octopus

\o EZ-Link
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Felicity Card

ISO/IEC \££Y Type C

NFC Chip

Single-wire
Telecommunications
Contact-base

c

- UICC: Universal Integrated Circuit Card (gl,» ¢ ioumeo pb SS5 ks 3 SIM Card.cwl bibge a0 uax slo
Contactless Front-end (CLF)
NFC Antenna

NEC Controller
Bit-Oriented

full duplex
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Master
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Slave
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Transmission Clock
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SWP

SIGIN (Signal IN)

SIGOUT (Signal OUT)

SYC (Signal in/Signal out Connection)
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Off mode

Wired Mode

SE

\+ NFC Controller

\\ Virtual Mode

\Y RF Reader

\Y NFC Controller, Secure Element, User Interface (User Application)

o > <

V¢ Application Processor

Vo UICC

\71 SE-CLF Interface

\V HCI: Host Controller Interface
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Application Identifier Routing

Contactless Interface / CLF External Device
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Data File

Multi-Purpose Card

Embedded Smart Chip

SD Card
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BIB = Business Internet Banking
BOB = Business Online Banking
Web Based

Desktop Application Based
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o Communication enrichment: Video Interaction with agents, advisors.
o Pervasive Transactions capabilities: Comprehensive “Mobile wallet”
o Customer Education: “Test drive” for demos of banking services

o Connect with new customer segment: - Connect with Gen Y - Gen Z using games and
social network ambushed to surrogate bank’s offerings

« Content monetization: - Micro level revenue themes such as music, e-book download
o Vertical positioning: - Positioning offerings over mobile banking specific industries

» Horizontal positioning: - Positioning offerings over mobile banking across all the
industries

o Personalization of corporate banking services: — Personalization experience for multiple
roles and hierarchies in corporate banking as against the vanilla based segment based

enhancements in the current context.

o Build Brand: - Built the bank’s brand while enhancing the “Mobile real estate”

Native Application
Mobile Device Detection
Responsive

Transaction Base
Transaction Base
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